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Abstract

Mobile application components can be modeled in terms of
autonomous agents situated in given interaction contexts. A
framework based on the definition of programmable
interaction contexts promotes an engineered approach to
application design and, if supported by a proper
infrastructure, can make applications more modular and
easy to maintain. The paper sketches the proposed
framework and analyses the main issues related to the
implementation of a programmable coordination
infrastructure.

1 Introduction

Mohility may appea in different flavors in today’s Internet
computing environments:

e Virtual mobility. The widenessand the opennessof the
Internet scenario makesiit suitable to design applicaions
in terms of components that are avare of the distributed
nature of the target and explicitly locae axd access
resources, services, and agents. From a different
perspedive, components "navigate' the Internet and
virtually move aaossits resources.

e Actual mobility. This refer to the mmponents capability
of moving aaoss Internet sites while exeauting by
dynamicdly and autonomously transferring their code,
data and state, toward the resources they need to access

« Physical mobility. Mobil e devices accessng the Internet
— such as palmtop, cdlular phones, etc. — will be more
and more present in applicaion scenarios, and they will
have to be properly handled and modeled.

To limit complexity of applicaion design and development,
suitable models and infrastructures are needed to handle &l
the éove kinds of mohility in anatural and uniform way.

A promising approach to ded with mohility and associated
issies is to model applicaion components, as well as
physicd mobile devices, in terms of autonomous agents. In
general terms, agents are aitonomous entities cgpable both
of reading to changes in the environment and of exeauting
in a proadive way, and are typicdly implemented by adive
objeds integrating event-handling and exception-handling
cgoabiliti es. Thisimplies that:

e agents are provided locd control over their adivities,
thus enabling deding in a natural and decentrali zed way
with the openness dynamicity, and unpredictability of
the Internet and, more generaly, of dynamic and
decentrali zed networked scenarios;

 agents are eplicitly designed to be situated in an
environment. This naturally invites thinking mobhile
applicatiion components in terms of agents that situate in
different environments during their lives.

« physicd mohility, unlike virtual and adual ones, cannot
be ontrolled at the gplicaion level, and a useful way
of modeling it isin terms of an additional dimension of
autonomy of application components.

In the foll owing, we detail how such a perspedive can drive
the definition both of a suitable cnceptual framework for
the design of applicdions and of the rresponding
infrastructure.

2 The Conceptual Framework

2.1 Local Interaction Context

Handling mobility requires fadng different isaies at
different levels, a'so depending on the type of mohility to be
handled. However, as far as the high-level isaues related to
the modeling, design and development of complex multi-
component applicdions are cncerned, handling mobility is
basicdly a problem of handling the mordination adiviti es of
application agents. These may include accssng the locd
resources of an environment and communicaing and
synchronizing with exeauting agents, whether belonging to
the same gplication or foreign Internet agents.

In our approach, we model mohility of agents aaoss the
Internet as movements aaosslocal interaction contexts. A
locd interadion context defines the aents percevable
world, which changes depending on the agent position, and
which represent the logicd place in which agents
coordination adivities occur.

We disregard the modeling of the execution contexts
intended as the places in which the gyents adually exeaute.
In this way, our model can fully disregard the spedfic isales
related to the type of mobility exhibited by applicaion
agents (i.e., virtual, adual, or physicd).



2.2 Local Coordination Laws

Movements aaoss interadion contexts may impad on
agents' coordination adivities. In fad, in the open Internet
scenario, one canot concdve that agents coordination
adivities can be totaly free ad unreguated. Instead,
coordination adivities in the Internet are likely to be strictly
ruled by proper seaurity and resource ontrol policies, which
may be different from site to dite, i.e, from a locd
interadion context to another. Moreover, ead locd
interacion context is likely to adopt pealliar locd choices
for the representation of locd resources, and it is likely to
host the wmordination adivities of different agents, and of
making avail able diff erent servicesto agents.

In such as senario, the locd interadion context cannot be
simply considered as the place in which coordination
adivities occur, but it is also an adive mntext, cgoable of
enading spedfic local coordination lawsto rule and suppart
the agents coordination adivities.

2.3 Application-Specific Laws

The &oveis not the full picture. In fad, despite the fad that
mobhility makes agents interad within different interadion
contexts during their lives, agents are not necessarily stand-
aone attities. Instead, they may be part of a woperative
multi-agent applications, and move in the Internet to
cooperatively achieve, acording to spedfic protocols and
patterns, spedfic gplicaion sub-goals. In other words,
agents may logicdly belong to an applicaion-spedfic
interadion context, despite the fad that they acdually situate
in different, distributed, locd interadion contexts.

Given that, it is clea that agents coordination adivities
within a multi-agent appli cation may not be fully deregulated
but, again, may be required to occur acaordingly to spedfic
laws that rule the global application and ensure the proper
achievement of the global application goal.

2.4 Designing Applications around Programmable
Interaction Contexts

The @dove aaysis suggests modeling and designing
applicdions in terms of agents interading Via active
interaction contexts. Contexts are no longer merely the place
in which agents coordination adivities occur, but they
bemme the placewhere both locd and appli cation-spedfic
coordination laws resde ad ae @aded, Vvia
programmability of the behavior of the interadion spaces.

The aoption of such a mnceptual framework — that we have
defined context-dependent coordination [2] — can have a
very positive impad on the engineging of mobile agent
applications. From the point of view of application
desigrers, the framework naturally invites in designing an
application by clealy separating the intra-agent aspeds and
inter-agent ones. The formers define the internal behavior of
agents and its observable behavior. The latters define the
application-spedfic ooordination laws acarding to which
agents dould interad with ead other and with externa
entities for the global application goa to be wherently

achieved. These lea to the identification of the cwordination
laws that agents dould spread on the visited interadion
context. This sparation of concerns is likely to reduce the
complexity of applicaion design and can make it more
modular and easy to be maintained (design-for-change
perspedive).

Independent of the role of the gplication designers and is
the role of site aministrators. When new kinds of
applicdion agents are going to be deployed on the Internet,
the aministrator of one site can anayze which locd
coordination laws that (s)he may find it necessary to locdly
enforce These can be used bah to fadlit ate the exeaution of
the aents on a site and to proted it from improper
exploitation of the locd interadion context. These site-
spedfic laws will work together with the gppli cation-spedfic
coordination laws, to be possbly spread by applicaion
agents.

3 Infrastructures

The separation of concerns promoted by context-dependent
coordination during analysis and design can be preserved
during the development and maintenance phases too if a
proper coordination infrastructure is avail able that somehow
refleds the ncepts and the astradions of the ontext-
dependent coordination. In that case, the cde of the agent
can be dealy separated from the ade implementing the
coordination laws (whether locd or application-spedfic
ones). Thus, agents and coordination laws can be @ded,
changed, and re-used, independently of ead other.

A coordination infrastructure for context-dependent
coordination must be based on an architedure implementing
the astradion of programmable locd interadion contexts
abstradion, i.e., programmable coordination media,
intended as those software systems mediating and ruling all
coordination adivities of appli caion agents within alocdity.

There ae several isales to be handled in the definition of a
programmable aordination infrastructure for the handling of
agents' coordination adiviti es. Such issues include:

1. defining an architedure based on a multiplicity of
independent and  independently  programmable
coordination media, ead asociate to a locdity scope,
and providing for dynamicdly bounding an agent to a
coordination medium acordingly to the &gents
movements,

2. defining the interadion model to be adually supparted
by the wmordination media, e.g., messge-based, or
tuple-based, or event-based;

3. enabling a dynamic programming of its behavior both
by the locd administrators and by applicaion agents
themselves;

4. identifying a suitable model (and the aciated
languege) for the programming of the aordination
media behavior;



In the following, we mainly focus on isales 1 and 3 (due to
page limitations) by distinguishing the cae in which a fixed
network infrastructure is avail able from the one in whichiit is
not.

3.1 Static Network Infrastructures

When agents exeaute and interad via the suppart of a fixed
network infrastructure, the most natural choiceisto conceve
coordination media & alocaed on the fixed network
architedure.

With regard to the achitedure of coordination media,
severa choices can be alopted.

On the one hand, coordination media can be assciated to a
singe Internet node, to ad both as the placevia which to
accessto the locd resources of that node and as "agora' for
a set of interading agents. On the other hand, a set of
Internet nodes can share asingle aordination medium, to be
exploited for al the agents interading in the mntext of that
domain. That coordination medium can then be ssciated to
a single node, or it can be implemented in a distributed
aaossa multi plicity of nodesin the domain.

It is also worth noting that nothing prevents from conceving
and implementing a single @ordination medium to serve a
geographicdly distributed damain of nodes, and thus
redizing a sort of virtua locdity abstradion. However, in
these caes, implementation problems arise in guaranteeng a
corred and consistent exeaution of programmed readions.
In fad, the behavior of a aordination medium can rely on
the accesto a possbly large status of the medium itself.
Thus, maintaining the nsistency of the state of a
geographicdly distributed coordination media can incur in
high overhead and made the behavior of the medium itself
unreliable. These problems may be dfordable when the
interaction model defined by a cordination medium and the
spedfic behaviors programmed in it are likely to exploit
only loosely the state of the media, asit can be the cae of a
messge-based coordination medium. However, in the cae
of interadion models in which the status of the medium
plays a central role, asit can be the cae of tuple spaces, the
cost of maintaining the cnsistency on large status may be
simply unaffordable. Thus, in general, we can see a
federation of geographicdly distributed nodes not as a set of
nodes daring a single mordination medium, but rather as a
set of nodes ead implementing its own independent
medium, and sharing only the mordination laws enaded in
their media The &ove perspedive is the datic,
administrator-centered, courterpart of the perspedive
enforced by giving application agents of dynamicdly
programming the visited coordination media with
application-spedfic ooordination laws. In that cases, all

agents of an application spreal the same ordination laws
over dl visited sites to share the same gplicaion-spedfic
coordination laws (in addition to the locdly enforced ones).

Enabling dynamic programmability is basicdly an issue of
code moability. In general, coordination laws represent a

computational behavior to be @aumed by the wordination
media in response to interadion events. Then, as agents
interad with different coordination media dlocaed on
different sites during their lives, and they may be in need of
programming such media, coordination laws must be
necessrily expresseed by using mobile wde technology [3].
However, it is interesting to show how the spedfic type of
agent mobhility may impad on the spedfic paradigm of code
mobility to be adopted for enabling agent to program the
accesed coordination media via @plication-spedfic
coordination laws.

SteA SteB

CoadneionMedia CoadndionMedia

SteA SteB

CoadngionMedia

—»
CoadnaionMeda

MohileDevice
SteA
Agat
Doanlced of Motile
CoadnationLans
CoadrdionMedia )
—>©7 » CoadngionMeda

Figure la (up) a virtually mobile agent uploading
coordination laws. Figure 1b (middle): an actually
mobile agent carrying on the coordination laws.
Figure 1c (bottom): a physically mobile agent
makes the coordination medium downloads the
coordination laws.

In the cae of avirtually mobile ayent (Figure 1a), the ayent
can interad with remote @ordination media without adually
transferring itself. However, if the ayent wants to impose



some spedfic coordination laws on a remote medium, it has
to upload to the remote medium the mobile wde
implementing the mordination laws. That defines amodel of
“remote evaluation”, in that the ode is transferred to a
remote site and there exeate in response to the gent's
coordination adivities.

In the cae of an adualy mobile aents (Figure 1b), the
agent transfers aaoss the network its code and state, and
caries on aso the mohile mde needed to implement the
applicdion-spedfic coordination laws.

In the cae of a physicd mobile gyents (Figure 1c), one can
think at having the ayent itself (i.e., the physicd device it
represents) cary the de nealed to implement the
coordination laws, and install it i n the mordination media it
conneds to during its itinerant life. However, in most of the
cases, mobile devices are likely to be resourcelimited
devices, for which it is often desirable to limit the anount of
memory exploited by applicetion as well as the amount of
bandwidth. Therefore, a more suitable way for physicd
mobile aents to program coordination media is to let the
coordination media, upon the acces of a physicd mobile
device, download from a spedfic “home site” the required
code. This defines a model of “code on demand”, in which
the @de is transferred to a mordination medium upon a
locd request generated from the mordination medium itself.

In any case, we @mphasize that, whatever the type of
mohility of application agents and whatever the cnsequent
type of code mobility, they can coexists in a wordination
media. In fad, the mordination media, upon notification of
the arival of an agents, can discover whether has virtualy,
adudly, or physicdly arrive, and can ad acwrdingly for
properly installing the mordination laws. Thus, all types of
mohility can be handled transparently from the point of view
of application designers.

3.2 Mobile Ad-Hoc Networks

More callenging from the implementation point of view is
the cae in which agents have to interad in the ésence of
any fixed infrastructure, i.e., the cae of mobile al-hoc
networks (MANET). We believe that the caes in which a
set of mobil e devices will have to compulsory interad in the
absence of any fixed infrastructure ae very limited (e.g.,
satellite communicaions will be ubiquitous). Nevertheless
other reesons (such as the need of limiting energy
consumption or the high costs possbly implied in interading
with a fixed infrastructure) may suggest minimizing in any
case the eploitation of the services of the fixed
infrastructure. The problem, in that case, is that the dsence
of the fixed infrastructure makes it hard to find a place
where to adually all ocate cordination media.

The basic model will not substantially different from the
applicdion developers point of view. However, due to the
laking a physicd network infrastructure, the @ordination
media via which agents have to interad and in which
coordination laws reside becomes only a virtual medium,

implemented in a distributed way and enforcing coordination
laws too in a distributed way. The ideais to have agroup of
agents interading in the context of a mobile ad-hoc network
being somehow “attached” to a software substrate caable of
influencing their coordination adivities and, thus, of
enading spedfic coordination laws. When an agent arrives
within a MANET, i.e., get conneded to a new group and to
the mrresponding virtual coordination medium (see Figure
2), the mde implementing to the wordination laws and the
software substrate needed to enad them is dynamicaly
uploaded locdly to the ggent and attached to him to filter all
its coordination adivities. Such a substrate, again, can
exploit mohile code technology to transfer coordination laws
from an agent to another one. The substrate, in itself, can be
implemented and attached to the aents using different
techniques, such as asped-oriented o refledive
programming, or it can be a autonomous ftware
component in itsturn, ading as a mediator between the gyent
and the network.
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Figure 2. Coordination

Programmable
Infrastructure for a MANET

Again, the type of interadion model that one may wish to
adopt for the virtual interadion media may strongy
influence the mplexity and the dficiency of the
implementation. A pee-to-pee interadion mode it is likely
to limit the state size of the virtual interadion medium, and
this it is like to reduce the problem of maintaining the
consistency of the state of the medium and of properly
enading the mordination laws. However, as MANET
typicdly defines a very dynamic scenario, in which agent
can conned and disconned very frequently from a group,
relying on dired pee-to-pee agent interadions may be
problematic. Conversely, a data-oriented model such as a
tuple-based one, by fully uncoupling interading entities,
aleviates the problem related to the dynamicity of agents
connedion and disconnedion. However, it introduces the
problem of maintaining the mnsistency of a posshly very



large state size of the mordination medium. In between, the
adoption of an event-based model, exploiting a global data
status of limited size, may achieve agood trade-off between
the two isaues of uncoupling and state mnsistency.

An additional isaue that arises in MANET is the one related
to the no longer sharp dstinction between *“locd
coordination laws’ and “applicaions-spedfic coordination
laws’. However, the analysis of this isaie would require
investigating the posshle gplicaion scenarios of MANET,
and it is thus outside the scope of this sort position paper.

4 Related Works

Although there is no room to dscuss in details al the
systems and model that somehow has relationships with our
work, it is at least mentioning a few relevant systems and
models.

MARS [1] is the mordination infrastructure that we have
implemented within our research group and it the one whose
most closely maps the mncepts we have presented. Although
adopting different implementation choices, similar
considerations can apply to the TuCSoN mode [6],
developed in the @ntext of an &ffili ation reseach projed.

LIME [8] defines an interesting and peauliar tuple-based
architedure for handling in a uniform way both physicd and
adua agent mobhility, also in the mntext of MANETS. It
integrates useful forms of readivity that, however, does not
readr the full programmeability required for context-
dependent coordination.

LGI [5] defines a model for controlli ng the interadion in a
group of agents interading in a pee-to-pea way. The
programming model closely resembles our approach, but it
does not explicitly take into acount mohility.

Other architecures such as Jedi, Jini, and T Spaces, defines
suitable middeware to handle interadions in the presence of
mobility that, to different extents, integrate concepts and
adopt approaches related to context-dependent coordination.

As a fina note, it is worth noting that concepts smehow
related to the ones of context-dependent coordination and of
programmable mordination infrastructure can be found in
completely different research aress, such as svarm-based
computing [7] and organizaional computing [4].

5 Towardsa General Model

Context-dependent coordination promotes a shift of focus
from “engineeing components’ to “engineeing interadion
contexts’. As a wnsequence, for the gproach to be
effedive and pradicdly usable there is need for models of
programmable interadion contexts, enabling a suitable and
engineaed approach to the definition and verificaion of
coordination laws, prior to their adual coding in a spedfic
coordination infrastructure.

Unlike other computational models, the model should
abstrad away from internal details about the behavior of
agents, eg., of the atities that are intended to be
coordinated by the model. Instead, it only has to focus on the

observable behavior of components: no matter what agents
internally do, what matters is that coordination laws can be
effedively modeled and their properties verified. In another
work [2], we have shown several simple example of dynamic
and harmless compaosition of coordination laws in our
MARS tuple-based programmable oordination
infrastructure. However, in general, programming the
behavior of the interadion spacevia mmplex compasitions
of coordination laws may be very difficult to be handled.
This makes the definition of a formal model and of the
asciated operational semantics of basic importance

We ae arrently completing the definition of a genera
model for programmable interadion context and of its
operational semantics. The model relies on an event-based
kernel, which models interadions in terms of generation of
events, subscriptions to events, and readion to events.
Programmability of the kernel is modeled in terms of
programnmable readions to events and to subscriptions. In
readions, the kernel can accessto and modify a distributed
state space At a higher-level, the basic kernel functionality
can be used to redize and needed interadion model, e.g.,
message-based o tuple-based, by providing a spedfic
interface to agent and a spedfic implementation of the
kernel state.

We intend to use it to model and analyze the properties of
different coordination infrastructures, there included MARS,
TuCsoN, as wel as different proof-of-concepts
infrastructures. In addition, we will model different posshble
use-cases coordination laws enading spedfic widely used
coordination patterns or security palicies. Finally, we intend
to use the model as a solid foundation toward an event-based
extension of the MARS coordination infrastructure in the
context of MANETS.
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