Design and Implementation of a Socially-Enhanced Pervasive Middleware

Gabriella Castelli, Alberto Rosi, Franco Zambonelli
Dipartimento di Scienze e Metodi dell’Ingegneria
Universitd di Modena e Reggio Emilia, Italy
Email: name.surname @unimore.it

Abstract—Middleware infrastructures for pervasive comput-
ing, in order to be able to support services and users activities,
have to deal with both spatially-situated and socially-situated
interactions. In this paper we present the solution adopted
in the SAPERE middleware that exploits the graph of a
social networks, and combines it with relations deriving from
spatial proximity, to drive the topology of interactions among
users, devices and services. This results in a middleware that
facilitates the development and management of services that are
adaptive to both spatial and social concerns, and can support
effective service discovery and orchestration, and naturally
tackles privacy issues.
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1. INTRODUCTION

Portable pervasive devices such as smart phones and tabs
are already pervading our life and leading the increasing
diffusion of location-based services. Yet, once smart phones
and their associated sensors and services will be made
able to opportunistically connect with each other, and pos-
sibly with environmental sensors and public displays, the
overall resulting distributed infrastructure will promote the
deployment of a richer variety of innovative pervasive (i.e.,
mobile and context-aware) services. These will span from
services for augmented interactions with the physical and
social worlds [1] to socially-intelligent services for collective
perception and action [2].

In this vision, the pervasive infrastructure will become as
participatory and capable of value co-creation as the Web
today, and the users will be expected to contribute with
data, service components, sensing and actuating devices [3],
other than with their specific human capabilities [4]. At
the same time, though, the openness and dynamics of the
scenario let a key general issue arising: according to which
strategy should distributed service components and devices
be allowed to connect and interact with each other towards
the provisioning of distributed pervasive services?

Future pervasive services will likely deal with the
spatially-situated activities of users in some environments,
as well as location activities do now. Accordingly, several
middleware infrastructures for pervasive scenarios propose
exploiting spatial proximity between devices or services as
the key enabler for interactions [5], [6]. This approach def-
initely suits the spatially-aware nature of several pervasive

services, but misses in accounting for the social relations
between components: why and to what extent should a user
share services and devices with nearby foreigners?

To tackle the problem, we propose combining together
the awareness of spatial relations between users, devices
and services (as deriving from physical proximity) with
the awareness of social relations as expressed in social
networking platforms. In particular our proposal relies on
the following design assumptions:

« Physical proximity between the nodes of the pervasive
infrastructure (smart phones, environmental sensors,
or ambient servers) defines the basic topology of the
network, and enables communication among devices;

« The nodes of the infrastructure are associated to a
profile in a social networking platform (e.g., Facebook),
typically corresponding to the existing profiles of the
owning users and institutions;

« For any two nodes, the mutual discovery and composi-
tion of their services and the sharing of data are enabled
by physical proximity and subjected to the existence of
a social relations between the twos.

In this paper we show how we implemented this approach
within the EU project SAPERE (www.sapere-project.eu).
However the proposed approach can be applied to any
pervasive middleware infrastructure, and it is indeed very
effective to harness the power of social networks in the
context of spatially situated pervasive services. In fact: it
makes possible to promote and control adaptive interactions
taking into account both spatial and social concerns; it
facilitates service discovery and composition relying on the
social relations between services; it makes it possible to
express complex spatial relations between nodes by acting
on the social network graph; finally, it enables handling and
controlling privacy issues very effectively.

II. Tue SAPERE MIDDLEWARE ARCHITECTURES

SAPERE tries to tackle the issues of the dynamics and
decentralization of future pervasive networks modeling the
overall world of services, data, and devices as a sort of
distributed and spatially-situated computational ecosystem.

In SAPERE the pervasive service environment is mod-
eled as a spatial substrate, laid above the actual pervasive
network infrastructure. Such a spatial substrate embeds the
so-called eco-laws, basic laws that rule how the components
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of the ecosystem interact and combine with each other in a
self-organized fashion. As a result the components are able
to serve their own individual needs as well as assuring the
the sustainability of the overall ecology. In order to realize
such a spatial substrate, SAPERE relies on a distributed
implementation made up of a number of distributed engines
allocated on the nodes of the infrastructure (see Figure 1),
each realized as a reactive tuple space [7], i.e., a tuple
space with programmable pattern-marching mechanisms and
supporting subscriptions to local events. Local application
services on a node exploit such local engine for the sup-
port of their interactions. Semi-centralized implementations
associate such a node to a server at a specific spatial
location (e.g., in a smart room or by an interactive public
display), letting mobile nodes and the application services
on such nodes access and exploit such servers for their
interactions. SAPERE considers that tuple spaces exist both
on mobile nodes and on infrastructural nodes, with the idea
of supporting both ad-hoc interactions and server-mediated
ones.

For each component (whether services, devices, or data
sources), SAPERE adopts a common modeling and treat-
ment. Each of them has an associated self-descriptive se-
mantic representation, called LSA (Live Semantics Anno-
tations), which is a basic ingredient for enabling dynamic
unsupervised interactions between components mediated by
the tuple spaces. To account for the high dynamics of the
components represented, such annotations are defined as
living, active entities, tightly associated to the component
they describe, and capable of reflecting their current situation
and context. Local services and components refer to a
specific node, where local interactions take place by storing,
reading, and extracting LSAs from the local tuple space. In
addition to the information space, on each node the tuple
space engine includes also local eco-laws that are in charge,
based on the local information and events, of triggering the
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necessary actions for the composition of services and for
supporting their interactions indirectly with each other via
tuple exchange and synchronization over tuple spaces events.
According to the ecosystem vision, the eco-laws take the
form of virtual chemical reactions among the LSAs. Such
reactions will contribute establishing virtual chemical bonds
between entities as well as producing new components.

A specific set of processes, named Network Topology
Manager, takes care of managing the interactions with the
other nodes of the network, e.g., for distributing information
and events across “neighbor” nodes, or for enabling inter-
node service and device discovery and interactions. For
fully-distributed implementation, such distributed interac-
tions occur in a sort of dynamically shaped ad-hoc network
according to a field-based coordination model [5]. For
semi-distributed implementations, the local servers typically
interact with each other according to some logical or spatial
relations.

III. TowARDS SOCIALLY-AWARE NETWORKING

A key issue in the realization of the SAPERE middleware
design is defining strategies for dynamically shaping the net-
work of nodes, i.e., to determine which nodes are neighbors
with each other at a given time and, consequently, which
services and devices are allowed to interact.

To preserve generality, we have not hardwired any specific
strategy for the shaping of such network. Rather, we have
modularized the engine so as to make network topology
managers configurable.

A. Spatial Strategies

A spatial policy that network topology managers can
support is the network-driven one: shaping the neighborhood
relations between nodes based on the existence of wireless
connections (i.e., Bluetooth or Wifi) between them, quite
reasonably assuming that wireless network proximity reflects
spatial proximity.



This solution is hardly acceptable as a general approach
due to privacy issues. For instance, a visitor of the exhibition
center would be forced to share opinions or location with
all close visitors, there included strangers. Furthermore, it
requires some specific a priori configuration efforts to distin-
guish between mobile nodes (associated to users) and infras-
tructural nodes (to be associated to locations). For instance,
while users may not wish to share current and past locations
with other users indiscriminately, they may accept sharing
them with pervasive displays, to enable crowd guidance
services. As an additional problem, a mere network-driven
can sometimes introduce mismatches between physical and
logical proximity (e.g., two visitors can be physically very
close but in different thematic areas of the exhibition).

B. Socially-Aware Strategies

To account for social, other than spatial interactions,
several proposals have emerged in the past few years (see
Section VII). On the one side, some proposals [8], [9]
infer the social dimension from spatial interactions. On the
opposite side, other proposals such as [10] suggest fully
relying on social networks forgetting physical and logical
proximity.

The solution implemented in SAPERE, exportable to
other middleware infrastructure, tries to get the best from
such opposite approaches. In particular, it integrates the
physical proximity concept of network-driven strategies with
social relations extrapolated by social networks. That is,
given the possibility for nodes to access the graph of some
existing social networks: “devices and services on a node
can interact with those of another node only if the two
nodes are close according to both the network and the social
network viewpoint”.

Comparing this strategy to the network-driven one:

» The spatial-awareness is preserved, but no longer re-
quiring complex mining of spatial interactions to ac-
quire some degrees of social-awareness;

« Social networks are be considered by definition up-
to-date, since they are updated by users based on
their willingness to share information, which is very
important to effectively support adaptivity;

« Relations in a social network are typically peer-based
(friendship between two users), which perfectly suits
fully-distributed middleware solutions and ad-hoc in-
teractions;

« Other interactions can be modeled associating the con-
cept of group in a social network to logical and/or phys-
ical space by means of infrastructural servers that may
be possibly associated to that place (e.g., a interacting
public display in that room).

IV. SHAPING SOCIALLY AWARE INTERACTIONS

Let us now get into details about the solution actually
implemented in SAPERE middleware, and about how in-

teractions take place in it. The basic assumption is that
all SAPERE nodes are associated to a profile in a social
network, whether an individual user profile (for personal
mobile phones) or a group one (for infrastructural nodes).

For the sake of simplicity, we will refer in the following to
Facebook and to its specific terminology, as this is the social
network we have considered in our first implementation. In
any case, the concepts behind are of a more general nature
and can be applied to other classes of social networks (e.g.,
Google+ or LinkedIn).

From an implementation viewpoint, to promote the inte-
gration of Facebook with the SAPERE middleware, all that
is necessary is to let network topology managers access in-
formation about the Facebook social graph (via the Facebook
Developers API), configure their actions (i.e., connecting
with neighbor nodes and propagating tuples) accordingly to
the retrieved information.

A. Smart phones and Ad-hoc Interactions

For smart phones, the many embedded sensing devices
on the phone, the data entered by the user, as well as
those software agents/services/applications executing on the
phone, each has: (i) a self-descriptive tuple associated to the
local tuple space, in which they can also publish the results
of their computations and can query for tuples produced by
other services/devices; (ii) a corresponding description in the
“About me” section of the Facebook profile, associated with
a set of sharing permissions.

Sharing permissions determine to which nodes the tuples
of a given service/device should be propagated, so as to
enable tuple-based distributed interactions. For instance, a
user can decide to share with friends of friends its current
location, so as to allow being being invited to lunch by them.

The network topology manager on a smart phone contin-
uously verifies the state of the wireless connections and of
the social network relations, along with the specified sharing
permissions. As from Figure 2-left, when the topology
manager on a node perceives it is in wireless range with
some other node, it accesses Facebook to verify the existence
of a social relationship between the owners of the two
nodes. Depending on such relations, and on the sharing
permissions, tuple propagation between these two nodes can
start and lead to compose and orchestrate the activities of
the distributed services and devices on such mobile phones.

B. Infrastructural Nodes and User-to-Infrastructure Interac-
tions

Infrastructural nodes, as interactive public displays, are
assumed to have a group profile on the social network (as in
Figure 2-left). In social networks, the idea of group typically
corresponds to some spatially-unrelated notion. However, for
the kinds of pervasive services we are interested in, a group
can represent the logical space in which the infrastructural
node is located. Individual users (and their mobile phones)
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can subscribe to the group to participate to the local ambient
services promoted by such infrastructural node.

In SAPERE, the local tuple space of an infrastructural
node acts indeed as a sort of shared wall for all the
members of the group. Once a user connects with some
infrastructural node, the network topology manager verifies
her membership to the group. Moreover, it is also possible
for a user to be asked to join the group dynamically, and to
dynamically download — if one is not already installed — the
specific service components/apps that will enable the user
to exploit at the best the public services provided in that
location. It is generally up to users to decide which tuples
(and thus which services and devices) to share with whom.
However, the settings of a group can require users to share
specific tuples in order to be part of the group and thus take
advantage of the provided services.

C. Infrastructure-to-Infrastructure Interactions

To promote the exploitation of logical spatial concepts in
pervasive services, we consider that groups, at their turn,
can subscribe to each other. That is, a group can become
member of another group. This makes it possible to define
relations between infrastructural SAPERE nodes, and to
reflect spatial relations between the location they represent
(e.g., for two confining rooms in the exhibition center, the
respective SAPERE nodes will belong to each others’ group
to express such logical neighborhood concept).

As for interactions between infrastructural nodes, these
again rely on tuples propagation and inter-node coordination
for those nodes whose groups are members of each other.

V. THE IMPLEMENTATION

The current implementation of the SAPERE middleware
supports Android being lightweight enough to be hosted
even in smart phones and tablets. As shown in Figure 1,
the SAPERE middleware is composed by two main parts:
the Local Tuple Space and the Network Topology Manager.
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A. The Local Tuple Space

The Local SAPERE Space is the core node and imple-
ments the SAPERE model basic elements: LSAs and eco-
laws. It is made up of:

« The local LSAs collection that stores the LSAs generated
by the local node or injected by remote SAPERE nodes,
among which the eco-laws are executed,;

o The model definition that implements the basic inter-
faces for the SAPERE model: LSAs, eco-laws and their
inner components;

o The Eco-laws engine, based on TUCSON [7] at the mo-
ment. The current engine enables the execution of eco-
laws in terms of programmable TUCSON reactions, and
the distribution of LSAs to remote SAPERE nodes. In
order to keep the node lightweight, LSAs distribution is
implemented using Java sockets. However, a new tuple
space engine, specifically conceived for the SAPERE
model, is under implementation.

The Local SAPERE Space has been designed in modular
way, which makes it easy to add custom extensions changing
the tuple space engine, or the underlying model. A Local
Space is sufficient to implement applications that run on the
single device that hosts the space and exploits only local
LSAs and eco-laws. A network of SAPERE nodes must be
established to allow distributed applications to be executed.

B. Network Topology Manager

The Network Topology Manager enables the networking
between SAPERE nodes. It is a process, configurable at
launch time, that launches two main activities:

« The Network Analyzer that is in charge of periodically
accessing the physical network and finding close de-
vices;

« The Social Network Analyzer that is in charge of peri-
odically accessing the social network and downloading
the social graph;

Upon changes in the representation of the physical or social
context of the device, the Network Topology Manager com-
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LSAs:
<2,sensor(type=accelerometer, y=-0.5746084, x=0.5746084, z=9.461885,
timestamp=11/04/11 04:30:18)>
<10, neighbour(type=user, ui
[<1,user-profile( age=30, se;
[<6,sensor(type=magnetic field,

ip=192.168.1.6, timestamp=11/04/11 04:28:24)>
ooks, name=Alice, timestamp=11/04/1104:28:23)>

14,375, z=-46.6875, timestamp=11/04/11

04:30:24)>

<5,sensor(type=compass, orientation=SW, timestamp=11/04/11 04:30:24)>

<4,sensor(type=light, value=22.0, timestamp=11/04/11 04:28:27)>

<13, friend( age=30, sex=M, likes=cars, name=Bob, timestamp=11/04/1104:28:24)>

<12,neighbour(type=infrastructure, uid=Room 35, ip=155.185.228.123,

timestamp=11/04/11 04:28:24)>

Eco-laws:

Figure 3. Screen shot of the middleware output in a Galaxy Tab Android
device.

bines the results from the Network Analyzer with the output
of the Social Network Analyzer, and makes eventually the
local node aware of other nodes triggering the injection of
proper LSAs in their remote tuple spaces. Network manager
processes currently support Wi-Fi and Bluetooth for the
physical network, while for the social network we currently
adopt the Facebook API (developers.facebook.com).

The SAPERE middleware is an Android app that can be
launched by app launcher. In Figure 3 a screen-shot of the
output of the middleware running on a Samsung Galaxy Tab
is depicted. The picture shows the LSAs stored in the device.
Each LSA has a unique id that is automatically associated by
the local tuple space engine during the injection, a qualifier
that describes the type of the entity represented (e.g., user-
profile, sensor, friend, etc.), and possibly meta-data managed
directly by the middleware, such as the timestamp. The user-
profile LSA contains the profile of the owner of the device.
The sensor LSAs contain sensorial data coming from sensors
embedded in the device, they are periodically updated to
reflect the current reading of the sensor. Neighbor LSAs are
injected into the local tuple space by the Network Topology
Manager when a device that is close in the physical network,
and is also part of social network, is detected. As shown,
neighbors are typed either as “user” or “infrastructure”
depending on their profile in the social network. Once the
presence of a neighbor user is notified by the proper LSA,
the node will spread the node-owner profile information to
the neighbor in order to possibly enable further interactions.
In the picture we can see that a friend LSA has been spread
to the device and contains the profile of the user Bob.

VI. DiscussioN

The proposed solution exhibits a number of advantages.
First, it allows to develop services that are at the same time
adaptive to both the concerns. Also, by acting on social
graphs, those interactions can be controlled and shaped on-
the-fly, without requiring re-configuration of the services.

Second, service discovery and composition is made more
effective due to the possibility of selecting services depend-
ing on their social relations, other than simply in terms
of physical proximity. This is very important in densely
populated environment.

Third, the approach makes it possible to express higher-
level spatial relations than simply metric ones (e.g., spatial
proximity), by exploiting the social network graph (and
in particular relations between groups) to represent logical
spatial concepts and by having spatial coordination activities
being shaped by such logical spatial relations.

Fourth, by acting on the social network profile, the han-
dling of privacy issues by users and ambient administrators
can be notably facilitated, made more transparent, and more
controllable.

However, the proposed approach has also some current
limitations that we are currently trying to address. First,
other than being quite slow, existing social networks miss
the possibility to effectively associate devices and services
to the user profile.

Second, they will have to account for much higher-
dynamics in social relations introduced by pervasive ser-
vices.

VII. RELATED WORK

The idea that social aspects and social awareness are
highly relevant for the effective realization of pervasive
computing services is not new [8], [11]. However, several
proposals attack the problem only from the perspective
of exploiting pervasive computing devices to infer social
relationships extrapolating from proximity interactions [12],
[9], [6]. Rather, we think that pervasive services can be
notably improved by exploiting the large body of social
awareness already embedded in social networking tools.

In the area of service-oriented computing, it is getting
recognized that social networking at the level of services can
notably facilitate service discovery and composition [13],
[14]. For instance, in the LinkedWS proposal [15], a social
network of services is dynamically built by analyzing the
patterns of co-invocation and similarity, and defining the
social relationships between services accordingly. Our pro-
posal commits to this idea, but instantiates it to the specific
scenario of pervasive computing services and devices.

An interesting propolas is presented in [16], where a
framework to model social context and exploit it for smart
home environment is presented. We share with the authors
the central role of social aspects in everyday pervasive world,
but we bring it at the very core of our approach exploiting
social graphs to actually shape pervasive networks.

The proposal that more closely relates to our is that
of “Social Computing Network” (SCN) [17]. In SCN, the
idea is that the awareness hidden in social networks about
“who trust who” can be effectively exploited to promote
discovery and sharing among personal sensors. SCN defines



an extended social network concept that, for each users,
includes a “circle” of personal devices and services of the
user. On this basis, a user can specify which of its own
resources to share with friends or groups. Our proposal
shares many of the key assumptions of SCN, but goes
further by suggesting that the social network has not only
to promote discovery and composition but also to define the
very structure of space in which interaction takes place.

VIII. ConcLusioNs AND OPEN CHALLENGES

In this paper we have presented the approach that we
have implemented in the SAPERE middleware to promote
socially-enhanced spatial interactions in pervasive comput-
ing services. The basic idea is to integrate the physical space
of interactions with a social networking graph, so as to
facilitate the autonomous and adaptive activities of pervasive
services while accounting for social and spatial issues at the
same time.

Our current work includes performing tests related to
the overhead of our early implementation and developing
several applications to challenge the idea in the real-world.
In addition, we are planning to extend our approach to
include social recommendations in service composition [18]
and to leverage users’ posts as sensing devices [19].
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